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Aspetti generali GDPR




GDPR — I punti SalientRiegolamento UE n. 679/2016

Figure responsabili trattamento
e protezione dei dati (DPO)

Valutazione preventiva dei rischi
Segnalazione rapida «data breach»

Data Portability
Diritto all'oblio

Integrita e confidenzialita dei dati

Test periodici su sistemi e procedure

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR — Dove Veeam puo aiutare

Figure responsabili trattamento
e protezione dei dati (DPO)

Valutazione preventiva dei rischi *
Segnalazione rapida «data breach»

Data Portability
Diritto all’'oblio *

Integrita e confidenzialita dei dati
Test periodici su sistemi e procedure

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Attenzione ai sedicenti «GDPR certified»...

Non esistono software / prodotti «certificati»!

L'ottemperanza va oltre la tecnologia

Governance ¥ Prodotti




Quali features a

supporto del GDPR?




GDPR - Feature Veeam a supporto: B&R

Virtual Lab (SureBackup / SureReplica)

— Test automatici e completi di restore e/o
failover

— Creazione di ambienti di test “sandbox” (ad
es. per Security Assessment)
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GDPR - Feature Veeam a supporto: ONE

\VEEAM
Verified VMs

Summary Information

VMs Overview Verification Rate
Protectad WMs: 9 i
4 4
Verified VMs: 4 4
Verified VMs status history 349
2 2 2
Passad: 14 24
Passed with warnings: 3 14
0 0
Failed: 14 0
Bia2018 Q7RG B/82016 9/8/2016 81052018 91112018 gM2/2018

— Successfully verified VMs

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: B&R

Logging esteso integrato
— Tracciamento di tutte le attivita
amministrative (backup, restore, etc.)
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GDPR - Feature Veeam a supporto: ONE

\VEEAM

Job Configuration Change Tracking

Description

This report provides detziled information on job configuration changes performed within the reporting period including the exact time and the user account name who did the change.

Report Parameters

Scope: Backup Infrastructure
Interval: 9/7/2016 - 9/11/2016
User: All

Job Type: Backup, Replication, File to Tape, Backup to Tape, Backup Copy, Failover Plan, SQL Log Backup, SureBackup

Summary
Job Modifications by User Modifications by Day

10—
8—
65—
4
= 1

I BACKUPO1\Administrator o

M PEARL\Administrator 9/7/2016 9/8/2016 9jsf2016 9/10/2016

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: ONE

\VEEAM

Restore Operator Activity

Description

This report provides audit information on all types of restores performed by a Veeam Backup & Replication server.

Report Parameters

Scope: Backup Infrastructure
Interval: Past week ( 9/5/2016 - 9/12/2016 )
Users: All

Restore Type: All

Summary

RESTORES BY USER RESTORE SESSION STATISTICS

—=— Application Item Restores
=== Full VM Restore

—— GuestFiles

—=— RestorefromTape

I BACKUPO1\Administrator
B BACKUP02\Administrator
= PEARLf\Admini'sm Tuesday Thursday Saturday

I TECH\john.smith Monday Wednesday Friday Sunday

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: B&R

Locations

— Tracciamento della posizione fisica dei dati
(produzione, backup, repliche...) e
segnalazione violazioni



GDPR - Feature Veeam a supporto: ONE

Data Sovereignty Overview VeeAM

Description

This report lists all protected objects, backups and replicas grouped by location,

Report Parameters
Scope: Backup Infrastructure
Source locations: All lozations
Summary
Discowvered data sources: a7
VM & Computer Locations Backup Locations
Il Germany I Mo Tag [ Oregon {USA) Singapore [ UK
I retherlands Bl Germany [ Metherlands [l Mo Tag [l Singapore [0 UK [ USA

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: ONE

Data Sovereignty Violations VeEAM

Description

This report showss potential data sovereignty winlations by listing all protected objects with backups ar replicas residing in a different location,

Report Parameters

Scope: Backup Infrastructure
Computer bype: All types
Job type: All job types

Summary

Discovered data sources 1a7
Target replication hosts 3
Repositaries g
Tape vaults Q

Data Sovereignty Backup Job Compliance

B viclated [ Sovereign I Mon-Compliank [ Compliant

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: B&R

Notifiche proattive
— Per job “dinamici” (per cluster, datastore...) se
alcuni oggetti non sono piu protetti



GDPR - Feature Veeam a supporto: ONE

\VEEAM

VM Backup Compliance Overview

Description

\VEEAM
VMs with no Archive Copy

Description

This report lists all VMs that do not have enough number of backup copies.

Report Parameters

This report highlights all VMs that do not have archive copy.

Report Parameters
Scope: Virtual Infrastructure Scope: Virtual Infrastructure
Exclusion mask: Excluded VMs:
Required Number of Copies: 2 Interval: Last Month
Summary Summary

VM Compliance Status

B Non-Compliantvvs Il VMs incompliance

VMs by Archive Status

Il VMs with atleast 1archive
Il VMs with no archives

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

VMs per Backup Location

B Main Backup Repository
B Tapes



GDPR - Feature Veeam a supporto: ONE

\vVeedaim
Protected VMs

Summary Information

VMs Overview: Protected VMs
Total VMs: 32

Total Templates: ]

Protected VMs: 7

Backed Up VMs g

Replicated VMs: L]

Restore Points: 55

Unprotected VMs: 25

WM Replicas: 0

B Protected vV M Unprotected WM
VM Last Backup State VM Last Backup Age

B Feiled B N2 M Success B NMoRestorePoints 9 Outside RPO M Within RPO

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: ONE

(Veeam

VM Failover Plan Overview

Summary

N. of Fail Plans: 3
ailover Plans Failover Plan by State VMs per Failover Plan

Total VMs: 5

Total Data Size: 21.61 GB

A Fi n
= Si;:::he ailoverta Landor
I Cloud Failover

Webserver Failover to Maddison
I Ready = g,
Details
El Apache Failover to London Site |w4ware | BACKLIPO1\Administrator | Ready
apache03 1820 60|
El Webserver Failover to Maddison Stte | VMware BACKUPO2\Administrator | Ready
apache01 15.34 60|
windl 21,16 180
ElCoud Failover VMware TECH\SYSTEM Ready
sn38 19.59 60|
sl 17.32 60|

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: B&R

Delegation

— “Restore Operator” con permessi su specifiche VM, DB,
Mailbox, tipi di File

— Impostazioni ad-hoc (restore solo in-place / out-of-place,
etc.)



GDPR - Feature Veeam a supporto: ONE
\veeam

Delegated Restore Permissions Overview

Description
This report provides information on the assigned restore permissions for all protected virtual machines (Reguires Viesam Backup Enterprise
Manager).
Details
Account Type Role Allowed Restore Type Restore Scope
TECH\john.smith Lizar Portal Administrator Guest Files Any Host
WMs
Exchange Ttems
SQL Server Ttems
AllyMs
TECH\mark.green Lizer Fortal Lissr Guesst Files Selected VMs
Exchange Ttems
SQL Server Items
srv0l
srvd2
sreld
snvl8
07
sn06
srv34
srvls

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



GDPR - Feature Veeam a supporto: B&R

End-to-end Encryption
— Crittografia AES-256 in lettura, transito e
destinazione finale (“at rest”)



Grazie per I'at



